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Abstract—FrAG is a Framework for the Analysis of Games,
allowing us to harness game-playing Al techniques to assist in the
reverse engineering of historical video games for which the binary
form of the game is the only thing remaining. Moreover, FrAG
allows us to perform this task at scale, and search for patterns
of game development that might otherwise be overlooked. Game
development is done by humans, of course; our interdisciplinary
approach is not exclusively technical, and also involves the field
of archaeology and its well-established theories of humans and
technology. Here we present FrAG’s architecture along with our
preliminary results using the framework on a test suite of Atari
2600 games.

Index Terms—Al, reinforcement learning, binary reverse en-
gineering, Atari 2600, archaeology, archaeogaming

I. INTRODUCTION AND BACKGROUND

Many games exist from early in the history of the
videogame industry for which we only have partial informa-
tion. Frequently this means that we have a binary image of a
game’s code and data, but that the source code along with other
records of development have been lost. Furthermore, the clever
implementation techniques used by early game programmers
for the highly constrained platforms of the day have become
poorly known, thanks to our separation in time from that
era. One way to regain some of this knowledge is by reverse
engineering the binary forms of the games, a labor-intensive
process, and indeed there are cases of individual games being
reverse engineered (e.g., [1], [2]).

From a high-level point of view, reverse engineering tech-
niques can be divided into static analysis and dynamic analy-
sis [3]. Static analysis refers to examining the binary code
and data without running the code; dynamic analysis, by
contrast, occurs while the program being analyzed is running.
While both approaches have their individual strengths, static
analysis struggles in areas like deliberate code obfuscations [4]
that may be hard to understand and hard to distinguish from
code optimizations, and the undecidable problem of accurately
separating code from data when the two are intermingled [5].
Dynamic analysis, meanwhile, can be expensive — the code
must be run — but provides an unobstructed view of what code
and data are used and how.
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Another important consideration is the question of scale:
there are a lot of games. We are aware of only a few attempts to
examine game corpora en masse in the literature, for which [6]
uses exclusively static analysis; [7] is primarily based on static
analysis but has the advantage of analyzing a simpler domain-
specific interpreted language rather than machine code.

There has been extensive work recently using game-playing
prowess as a test for reinforcement learning algorithms (e.g.,
[8]-[13]), much of which conveniently uses early Atari 2600
games. We take advantage of these advances to create FrAG,
a Framework for the Analysis of Games, which marries a
reinforcement learning algorithm with a game console em-
ulator. Our insight is that, as a natural side effect of playing
the games, these reinforcement learning algorithms — which
we will colloquially refer to as Al — allow us to tap into
a continuous stream of automatically generated data from a
game’s execution that facilitates dynamic reverse engineering.

It is important to note that we are using Al in a non-
traditional way: we are not focusing on tuning the Al, and
are effectively treating it as a black box. The focus for our
application is not how well the Al can play the game, but
on how completely a game’s code and data are exercised. In
actual fact, even failures to exercise certain code and data can
reveal valuable information for reverse engineering, because
they automatically identify areas in a game of interest for a
human reverse engineer — this makes the best use of human
analysis time and, for instance, might reveal unused content,
or areas in a game where Easter eggs are present.

And, because we are only interested in running the game, we
are collecting useful data even during the AI’s training phase.
We thus conserve resources and do not train the Al to a point
where it might be considered “fully trained” in normal usage;
the results in Section IV justify this approach. For most games,
our data indicates diminishing returns when training beyond
five million video frames. Before we dive into the technical
details of FrAG, however, it is helpful to understand why we
are doing this research and what its benefits are.

II. WHY FRAG?

Videogames are not just technical objects appearing in
isolation. They are the result of human creativity and labor,
and reflect the culture in which they were developed and
anticipated to be used. A field of study that has extensively
examined the interactions between humans and technology is



archaeology, and our work with FrAG fits into the area of
archaeology called archaeogaming.

Archaeogaming ‘is the archaeology both in and of digital
games’ [14, p. 2]. It is an interdisciplinary field of research
predominantly undertaken by archaeologists in collaboration
with computer scientists, digital media researchers, and others
engaged in understanding the games we build and play. It
began by looking at how archaeological methods could be used
in-game and at representations of archaeologists, archaeology,
and archaeological sites [14] to a broader field of investigation,
including how digital games can be used for cultural heritage
management and for archaeological research dissemination.
Our research within archaeogaming has focused on the im-
plementation of video games through the analysis of code as
artefact. From an archaeological point of view, artefacts are
anything made, used, or modified by humans. Code certainly
fits those criteria but defies the traditional understanding of
the materiality of the objects/products of human technological
labor and activities.

FrAG’s ability to consider games at scale allows us to go
beyond single artefacts, however, and study a whole corpus of
games as assemblages. Traditionally assemblages are defined
as a related set of things, a group of similar archaeological
materials, from which information can be extracted because
they are combinations of materials in context [15]. Context
is a central tenant of archaeology; it is the spatial-temporal
location of an object and provides the basis for interpreta-
tion. With studying digital artefacts, however, we challenge
the materiality of this definition [16], and instead we treat
the technological organization as context. An organization
of technology approach ‘helps us to conceive of the forms
of technological agency invested in video games and their
material manifestations’ [17, p. 8].

Our own examination of technological organization uses the
chaine opératoire or operational sequence [18], [19]. It is a
theoretical framework and conceptual model for the analysis
of assemblages that ‘seeks to reconstruct the organization of
a technological system at a given archaeological site’ [19, p.
106]. We have examined the organization of technology via the
chaine opératoire by reconstructing the sequence of decisions
and operations that transform a raw material (or in the case of
digital artefacts, code) into a product, a cultural commodity: a
game. Thus a corpus of games is not just a grouping of things
but is an assemblage that is a productive, dynamic process
composed of events — an understanding we can use to interpret
the relations and interactions between the code and the people
building and using it.

III. FRAG ARCHITECTURE

The emulator FrAG uses is version 0.252 of the open-
source Multiple Arcade Machine Emulator (MAME).! While
MAME is able to emulate more than 30,000 systems, we have
focused on the Atari 2600 game console in this current work,
although we do have a proof-of-concept implementation of

Thttps://www.mamedev.org/

FrAG with the Fairchild Channel F console that demonstrates
our framework can be used with other devices; nothing we are
aware of prevents applying this approach to other platforms.

The Atari 2600 we target is a video game console developed
and first released by Atari in 1977 [20]. The console con-
tained three chips of note: CPU, RAM-I/O-timer, and custom
video/audio, with its games residing in ROM inside pluggable
cartridges. The system was highly constrained, with a mere
128 bytes of RAM and directly-addressable ROM limited to
at most 4KiB. The system and its games are of historical
importance, though, because as Montfort and Bogost put it,
‘although it was not the first home videogame console, the
Atari VCS [2600] was the first wildly popular one’ [21, p. 4].

FrAG itself is implemented in C++. It does not provide an
Al, but instead provides a platform for training and running
Al agents; FrAG’s Al interface is based on that of the Arcade
Learning Environment [8], or ALE, permitting ALE and ALE-
compatible work to be easily leveraged. FrAG acts as the con-
duit through which the Al can supply input to the game under
analysis, and also feeds back RAM values and image frame
data to the Al for its learning algorithm. As well, FrAG uses
MAME’s debugging and memory monitoring functionality to
extract dynamic analysis data as the Al is running the game.
A variety of Python scripts and other programs are then used
to postprocess the data from FrAG.

Unless stated otherwise, the reinforcement learning method
used for the results here is a Deep Q-Network (DQN - see
[10], [22]) from Stable Baselines 3 [23] with hyperparameters
set per [10], again stressing that we are treating the Al as a
black box. Some minimal system- and game-specific informa-
tion is required for the Al to function. For the former, all valid
game controller actions and combinations must be specified;
the latter includes where to find a game’s score data and the
number of player lives in memory, so the Al can determine if
progress has been made. Gathering game-specific information
requires a minor amount of manual reverse engineering work
for each game prior to its analysis with FrAG.

IV. PRELIMINARY RESULTS

To gather some preliminary data on FrAG’s efficacy, we
selected a test suite of eight games. These games were chosen
to exhibit different properties (e.g., ROM size, game controller
type), and were ones for which we had established ground
truth for their code and data, either through original source
code or a complete human reverse-engineered disassembly.

Table I shows the amount of code and data usage FrAG
identifies when training DQN for different numbers of video
frames. CPU instructions may occupy between 1-3 bytes
each, and ROM sizes can exceed the directly addressable
4 KiB mentioned above because some games’ cartridges would
contain extra circuitry to switch between different ROM banks.
While the data collected by FrAG are accurate, there is some
slight ambiguity in how data is classified for two reasons. First,
programmers would sometimes deliberately overlap code with
data and even code with other code; we interpret the former
as code and the latter as data. Second, the CPU will fetch



additional bytes for some instructions that are never used,
which given certain execution patterns and juxtapositions of
code can erroneously look like code/data overlaps, but those
cases are rare.

Overall the coverage by FrAG with DQN is very good, with
code and data coverage 85% and higher on all but two cases.
For Combat, where the coverage is lower, the gap is in the
data, because over 90% of the code instructions are seen. The
Al only plays 1 of a possible 27 game variants, and code for
the second player is never exercised as multi-player capability
is supported by FrAG but currently not the Al algorithm we
used. Meanwhile, the results for Montezuma’s Revenge are
unsurprising because the (lack of) useful training feedback
from the game makes it especially challenging [24], but here
FrAG’s ability to exchange DQN for other learning methods
permits better techniques to be used as needed — we have sub-
stituted in Actor-Critic [25] and PPO learning methods [26] in
other experiments, and Agent57, for instance, reports excellent
gameplay results for Montezuma’s Revenge [11].

Through FrAG’s results we also begin to see potential
programming practices exposed. Developers, pressed for ROM
space, would use a conditional branch instruction as an un-
conditional branch to save a byte when they knew that the
condition would always hold. Because FrAG’s data can keep
track of branch instruction behavior, we can use that data
to definitely rule out the practice in many cases, allowing a
reverse engineer to focus their time on the remaining branches.
Table II shows this data for the games in the test suite.

Finally, FrAG’s execution of a game provides data about
dynamic execution that can inform reverse engineering. Fig-
ure 1 shows heatmaps of RAM usage for Boxing, for example,
where we see the memory from Oxa4-Oxab read extremely
frequently, with write frequency lower, and focused on every
other location. For reverse engineering, this suggests that those
memory locations may hold (16-bit little-endian) pointers for
data shown onscreen, where only the pointers’ least-significant
byte needs updating. And, while space precludes its inclusion,
FrAG also gathers data about “hot” code that is frequently
executed in addition to automatically detecting the screen-
update (“kernel”) code in a game. As future work, the data
gathering could potentially be adapted to game mapping [27]
and game design understanding [28] seen in some related
research.

V. CONCLUSION

By taking advantage of improvements in Al game-playing,
we use the side effects of Al-driven gameplay to gather
dynamic execution data within FrAG, our framework for the
analysis of games. While initially employed with Atari 2600
games, the framework can be retargeted to other game consoles
and have its game-playing Al algorithm changed as necessary
to embrace further research advances.

Our preliminary results show that even without making
heroic efforts at tuning, we obtain good coverage of code and
data for most games in our test suite, and are able to gather
data to assist reverse engineering and uncover programming

TABLE I
ROM COVERAGE FOR INCREASING DQN TRAINING

Code Data Unused  Total used

(instructions)  (bytes) (bytes) (% bytes)
2KiB ROM
Boxing
Ground truth 747 647 3 99.9
FrAG: 5M frames 738 644 20 99.0
FrAG: 10M frames 738 644 20 99.0
FrAG: 15M frames 738 644 20 99.0
Combat
Ground truth 770 571 8 99.6
FrAG: 5M frames 696 232 490 76.1
FrAG: 10M frames 696 228 494 75.9
FrAG: 15M frames 696 232 490 76.1
Kaboom!
Ground truth 847 428 0 100.0
FrAG: 5M frames 815 419 70 96.6
FrAG: 10M frames 815 420 69 96.6
FrAG: 15M frames 815 420 69 96.6
4KiB ROM
Dragonfire
Ground truth 1574 1158 8 99.8
FrAG: 5M frames 1437 884 526 87.2
FrAG: 10M frames 1446 911 483 88.2
FrAG: 15M frames 1446 922 472 88.5
River Raid
Ground truth 1588 1066 1 100.0
FrAG: 5M frames 1517 851 351 91.4
FrAG: 10M frames 1520 863 334 91.8
FrAG: 15M frames 1521 863 332 91.9
8 KiB ROM
Montezuma’s Revenge
Ground truth 2914 2388 2 100.0
FrAG: 5M frames 2103 1278 2734 66.6
FrAG: 10M frames 2341 1398 2145 73.8
FrAG: 15M frames 2343 1408 2130 74.0
Moonsweeper
Ground truth 2890 2752 0 100.0
FrAG: 5M frames 2546 2238 1174 85.7
FrAG: 10M frames 2587 2241 1097 86.6
FrAG: 15M frames 2587 2243 1095 86.6
16 KiB ROM
Solaris
Ground truth 4957 6694 0 100.0
FrAG: 5M frames 4905 6149 651 96.0
FrAG: 10M frames 4897 6145 671 95.9
FrAG: 15M frames 4904 6167 636 96.1

practices. Ultimately, FrAG is a framework that will help us
explore, analyze, and understand the human activity of game
development at scale through the lens of archaeology.
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